Curated Intelligence

Hacktivist group shares details related to Belarusian
Railways hack

lanuar;z 25,2022

The Belarusian Cyber Partisans have shared documents related to another hack, and
explained that Curated Intel member, SttyK, would “understand some of the methods

used.”

Written by @BushidoToken and edited by @SteveD3

On Monday 24 January 2022, a Belarusian hacktivist group going by the name

Belarusian Cyber-Partisans claimed responsibility for a limited attack against the



national railway company. A primary objective of the attack, they claimed, was aimed

at hindering Russian troop movements inside Belarus.

a Belarusian Cyber-Partisans

We have encryption keys, and we are ready to return
Belarusian Railroad's systems to normal mode. Our
conditions:
A Release of the 50 political prisoners who are most in
need of medical assistance.

Preventing the presence of Russian troops on the
territory of

4 Belarusian Cyber-Partisans @cpartisans - 22h

At the command of the terrorist Lukashenka, #Belarusian Railway allows the
occupying troops to enter our land. We encrypted some of BR's servers,
databases and workstations to disrupt its operations. = Automation and security
systems were NOT affected to avoid emergency situations

In public media reports, it has been stated that the rail service’s website issued a
warning to passengers that some e-ticket systems were unavailable (source: rw|.|by),
seemingly confirming the Cyber-Partisans’ claims that they targeted network assets
in order to disrupt operations. The Belarusian government has not commented on the
incident.

On Tuesday 24 January, Curated Intelligence member @SttyK obtained documents
from Cyber-Partisans, which the group claimed would help SttyK “understand some
of the methods used” during the attack. Initially SttyK reached out to the group
seeking access to the malware used in the attack, which would have then been
studied. However, the group declined to share the code, but noted they would “gladly
do that once the authoritarian regime in Belarus is gone.”



Known Information:

Based on public reporting and previous interviews, the Belarusian Cyber-Partisans
are "a group of 15 self taught hacktivists who claim to have assistance and support
from disaffected Belarusian security forces" (source: CyberScoop). The group has
been closely associated with a series of government website defacement operations.
Last August, the group spoke to Patrick Howell O’'Neill at Technology Review, in a
rather informative interview, should anyone want some additional background.

New Information:

As mentioned, SttyK reached out to the group in order to obtain malware samples for
study. Instead, what the group responded with were a series of documents. These
documents represent a report based on an investigation into an attack on 14 March
2021, which concluded on 8 April of the same year.

Editor Note: One of the first questions asked internally by Curated Intelligence members was
“why?”. Why are they sharing such details, and what do they have to gain by exposing a
previously released incident report? There are a number of answers to that question, but the key
answer is exposure. As is the case with articles in major publications, blogs such as this one
give hacktivists attention to their cause. So then the question becomes, is the information they
shared with us of importance to the public (yes, it is). Thus giving them attention is worth the
trade-off in our opinions, and serves our goal of informing the public.

The Stolen Incident Response Report:

e The report was first mentioned in a YouTube video on the Cyber-Partisans’
own YouTube Channel in November 2021 (see here)

o The investigation and report began on 25 March 2021 and was done by
VirusBlokAda (the antivirus firm that also first discovered Stuxnet)

o The incident report costed 2530.00 BYN (worth an estimated $1,000 USD)

o Inthereport, the initial date of compromise was discovered to be 14 March
2021

« According to the report, the victim was the Academy of Public Administration
under the President of the Republic of Belarus

25 mapra 2021 roma B OJO «BupycbiaokAna» obparuicsi npejacTaBuTelb
Axagemun ympasnenus npu I[lpesugente PecnyOnukn benmapych B CBA3M €
KOMIpOMETAaIMel CHUCTEMBI 3allMThl BHYTPCHHCH CCTH IPeANpuUaTHs U
HECaHKIIMOHUPOBAHHOM JOCTYIIE K BHYTPEHHHM pecypcaMm OpraHH3aLHHm.

Fig. 1 - Confirmation of who the victim was in the report



[IpereHsuii cO CTOPOHBI 3aKa3unKa HET.

CtoumocTth pabor cocrasiger 2 530, 00 ([ABe Thica4M NATHCOT TPHILATH)
Genopycekux py6as 00 koneex 6e3 HJIC (ocBoboxaenb ot ymnatel HIC B cooTBeTCTBUM
ryHKTOM 27 raBbl 5 1losnoxerns o [1apke BBICOKHX TEXHOJIOIMHA, YTBEPIKACHHOTO JleKpeToM
[pesunenta Peciy6auxu Benapycs ot 22.09.2005 Nel2 B penakuuu Jlexpera [pesnienra
PecnyGauku benapycs ot 16.07.2019 N 4).

Fig. 2 - The incident report costed 2530.00 BYN (worth $1,000)

AHaiaM3 BPEMEHHBIX METOK OOHapyXeHHBIX (aiIoB YTHIMT 3proxy M03BOJIMA
c/le71aTh BBIBOJ O AaTe KOMIPOMETAalnu HHppacTpykTyps! : 14 maprta 2021 roma.
Uccnenosanue x)ypHanoB Tpadduka Ha nuiro3e (IpokcH) 3a nepuox 14-25 mapra He
BBISIBHJI KOMIIPOMETHPYIOILINX 3allUCEH.

Fig. 3 - Initial date of compromise was 14 March 2021
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Fig. 4 - Screenshot of files containing employee data being deleted
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Fig. 5 - Screenshot of files in the backup server being deleted

—  Crlelbl MCIONb30BaHHs CPE/ICTBA YAaJeHHOrO BBINIOJIHEHH Kola impacket
https:/github.com/Secure AuthCorp/impacket (3amucu B CUCTCMHOM JXXypHaJle,

(baiinbl KOHTPOJIS BBIBOAA YTHIIUT).
|

2

OBwwue MoapoBHocTn

I8 cucreme ycraHoBnEHa cy*Ba.
{Mma crypxBel: mstepsve32
[Wraa danna cayxBer %COMSPEC% /Q /c echo net user aaiadmin /domain & L 1d 7.0.0.]
(L ADRAIN S hibfilegys 24> A8 > %TEMP%\execute.bat & %COMSPECT /G /c BTEMP%
\execute bat & del S%TEMP%hexecute.bat v
g yprana:  Cuctema
Merousnk: Service Control Manager Aara: 24.03.2021 8:24:00
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Fig. 6 - Screenshot of the report mentioning the use of Impacket

Impacket - https://github.com/SecureAuthCorp/impacket




[Mepen cnemmanucrom OJI0 «BupycbiaokAma» Oblta 1ocrapieHa 3ajaua
0OHAPYKHTh TOYKY BXO/1a B CHCTEMY, a TaK K€ CIIOCO0 ee KOMIPOMCTaLHH.
IIpu uccnegosanuy KoHTpoIepa JomeHa sdc02 6110 0OHAPYKEHO!
— wucmonHseMblii (aill cpeicTBa CO3JaHMA CETEBbIX TyHHened chisel
https://github.com/jpillora/chisel
(sha256: bae88a899f41ddce157ed42a2a51800cd00fcbe400a98al 1a9563976¢f4¢9655);
— uernonusieMbiii  (aiia  cpeicTBa  yNaleHHoro ynpasieHus RemoteAdmin
(sha256: 3¢2fe308¢0a563¢06263bbacf793bbe9b2259d795fcc36b953793a7¢499¢7171);
— Powershell-ckpurntsl A5 NPOBEAECHHUS CETEBOH Pa3BEAKH;

Fig. 7 - Screenshot of the report mentioning the use of Chisel

Chisel - https://qgithub.com/jpillora/chisel

BBujay uCnosnb30BaHus TYHHEIs, KOHEYHBIA aApec HMCTOYHMKA I8 A0CTyna B
MHOOPMALIMOHHYIO CHCTEMY OOHApPYKUTh HE Y1aJIOCh.

JlanbHeHmuit aHanu3 MHQGOPMALMOHHON HH(BPACTPYKTYPHI ITO3BOIMI OOHAPYKUTH
HaaMyue paga  CepBepoB, rnae ObUta  MCMONB30BaHA  YTHIWTAa  3proxy
(https://3proxy.ru/) ans NPOKCHPOBAHMSI KaHajga JOCTyna B HMHPPacTPyKTYpy
OpraHM3aLMu.

AHanu3 BPEMEHHBIX METOK OOHapyeHHBIX (ailoB yTHIMT 3proxy TO3BOJINI
c/le71aTh BBIBOJ, O JaTe KOMIIpOMeTaluun HH(ppacTpykTyps! : 14 mapTa 2021 roaa.
Hccnenosanue KypHaioB Tpadduka Ha numrose (IpokcH) 3a nepuoi 14-25 mapra He
BBISIBUJT KOMIIPOMETUPYIOUIUX 3alUCEH.

Fig. 8 - Screenshot of the report mentioning the use of 3proxy[.Jru

3proxy - https://3proxy.org/

[pu anaause ¢aiina koHQUrypauuu muo3a ObLIM  O0OHApYKEHBI HACTPOHKH,
CBUAETEIBCTBYIOININE O BO3MOXXHOCTH AOCTYNAa U3 CETH MHTCPHET K Pslly CEPBEPOB U
pabouMx CTaHUMA BHYTPHU NepuMeTpa 1o npotoxoiry RDP:

#i NAT ###

# Instances

ipfw nat 1 config ip $oipau same_ports \
redirect port tep 192.168.250.43:3389 9000
redirect port tep 192.168.250.53:3389 9001 \
redirect_port tcp 192.168.10.129:4899 9002 \
redirect port tcp 192.168.10.104:3389 9003



Fig. 9 - Screenshot of the report mentioning 3389 (RDP) port forwarding over TCP

Ha cepsepe 192.168.250.43 (slib01) Gbiny oOHApYKEHbL:

YTHIUTA 3proxy JUisl CO3/IaHus TYHHE

crrebl IPOBECHNS CETCBOH Pa3BeAKH YTUIMTONW nmap

cyie bl HCTOJIB30BaHMs YTHiIUThl mimikatz

cosmaHHbi nons3oBatels slib0l/user ¢ Bpemenem nocryna no RDP 14 mapra
2021 r. B 1:24:47

Cepsep slib01 paboraer nox ynpasiennem Windows 2008 R2, Ha TeKyIHHA MOMEHT
He MoIepKUBAEMOi Ipon3BouTeneM. Tak ke Ha CepBepe OTCYTCTBOBAIM BAXKIBIC
O0OHOBJIEHHS ©e30MacHOCTH, KOTOpBIE MO3BOJIUIIH 3J10yMBILLUIEHHUKaM
pocrosb3oBathesi  yaspumocthio  CVE-2019-0708 s cosnanus nosp3oBares,
MoJydeHns NOCTyIla K pecypcaM cepBepa M MPOAOIKCHHS MPOBCACHHS CETCBOM
pa3BeKM BHYTPH I€pUMETpa OpraHu3aluH.

Fig. 10 - Screenshot of the report mentioning the use of Nmap, Mimikatz, CVE-2019-0708

Considering this was a full incident response investigation that cost less than $1,000

it is unsurprising that the findings are unclear. The attack chain was not fully

explained, but we have tried to piece it together as best we can with the help of a

Curated Intelligence member, @0xDISREL, who can read and write Russian. We still

are not confident this is a full accurate representation of the group's TTPs, but should

help nonetheless.

Summary of Attack:

Initial access via BlueKeep RCE (CVE-2019-0708) in RDP in a Windows Server
2008 R2 system

Used the 3proxy[.]ru service to launch attacks from a VPS

Use of Mimikatz to dump LSASS (SYSTEM level privileges are required
however, how they obtained these is currently unclear)

Nmap to identify systems (used Nmap to identify systems with Port 3389
open)

Used RDP to move laterally

Eventually landed on the victim's Domain Controller

Configured TCP port forwarding to open Port 3389 to the internet for
persistent access

Deleted data (such as employee records) from live and backup systems



Indicators of Compromise (I0OCs):

Type Indicator Context

SHA2 | 3c2fe308c0a563e06263bbacf793bbe9b2259d795fcc36b953793 | RemoteAdmin.
56 a7e499e7f71 exe

SHA2 [ bae88a899f41ddce157ed42a2a5f800cd00fcbc400a98a11a9563 | psexec.py

56 976ef4c9655

Domai | 3proxy[.Jru VPS Proxy

Threat Hunting Tips:

Executed commands:

mstcpsve32 %$COMSPEC% /Q /c echo net user aaiadmin /domain *>

\\127.0.0.1\ADMINS\hibfile.sys 2*>4&1 > % TEMP%\execute.bat &

%COMSPEC% /Q /c %TEMP%\execute.bat & del 5TEMP%\execute.bat

Forwarded Ports:

3389 (RDP) -> Port 9000
3389 (RDP) -> Port 9001
4899 (RAdmin) -> Port 9002
3389 (RDP) -> Port 9003

User Accounts:

They used the default user aaiadmin




Cyber Kill Chain:

Curated Intelligence member, @TrevorGiffen, roughly mapped the intrusion analysis

to Cyber Kill Chain, Diamond Model, and MITRE ATT&CK.

Cyber Kill Chain

Discover

Recon

Adversary identified BlueKeep RCE (CVE-2019-0708) in Victim RDP in a Windows Server 2008 R2 System, using active scanning via Nmap

Weaponization

Crafted a custom exploit, this could have been achieved in a variety of ways. While unclear, it is theorized that Adversary could have
tailored Metasploit's automated "BlueKeep" exploit module, tailored to the vulnerable Victim's RDP Infrastructure

192.168.10.129:4899 (RDP)
192.168.10.104:3389 (RDP)

Delivery
Exploit Adversary exploited BlueKeep RCE (CVE-2019-0708) to gain initial access to Victim RDP on March 14, 2021
Install Adversary is theorized to have likely achieved backdoor access to Victim RDP, using Adversary VPS-based proxy server, hosted on the
3proxy[.]ru proxy service, configured with port forwarding to the Internet via standard RDP TCP Port (3389)
Cc2 Adversary achieved persistent C2 access achieved via installed RDP backdoor over TCP Port (3389)
Adversary somehow performs Privilege Escalation to use mimikatz to dump LSASS
Adversary used mimikatz to dump LSASS (SYSTEM level privileges are required; how they obtained privileges is unclear)
Adversary somehow performed Lateral Movement; possible internal Lateral Movement to:
192.168.250.43:3389 (RDP)
Actions 192.168.250.53:3389 (RDP)

Adversary accessed Active Directory's Domain Controller (AD DC), the approach used is unclear

Adversary deleted data (incl. employee records) from live and backup systems

Diamond Model with MITRE ATT&CK:

own report on them)

(2
g
g 3 z
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p = 8 s
Academy of Public Administration, under the President
Cyber Partisans (verbally claimed attribution; not . . of the Republic of Belarus
Nmap MITRE ATT&CK T1595 - Active Scanning
reported by responders)
RDP exposed from Windows Server 2008 R2 System
Academy of Public Administration, under the President
Cyber Partisans (verbally claimed attribution; not o N of the Republic of Belarus
MITRE ATT&CK T1210 - Exploitation of Remote Services
reported by responders)
RDP exposed from Windows Server 2008 R2 System
Academy of Public Administration, under the President
Cyber Partisans (verbally claimed attribution; not . of the Republic of Belarus
RDP MITRE ATT&CK T1133 - External Remote Services
reported by responders)
RDP exposed from Windows Server 2008 R2 System
Academy of Public Administration, under the President
Cyber Partisans (verbally claimed attribution; not of the Republic of Belarus
3proxy[.Jru |MITRE ATT&CK T1090.002 - Proxy: External Proxy
reported by responders)
RDP exposed from Windows Server 2008 R2 System
MITRE ATT&CK - Privilege Escalation (techniques unclear,
Mimikatz & ( a ) Academy of Public Administration, under the President
. ) of the Republic of Belarus
MITRE ATT&CK T1003.001 - OS Credential Dumping: LSASS Memory
psexec.py
~ ~ . ~ RDP exposed from Windows Server 2008 R2 System
Cyber Partisans (verbally claimed attribution; not |mpacket MITRE ATT&CK - Lateral Movement (techniques unclear)
reported by responders) P . R
R Additional RDP systems accessed via Lateral Movement
. MITRE ATT&CK - Data Destruction
Chisel somehow
MITRE ATT&CK - Exfiltration (they clearly exfiltrated the DFIR team's ) ~ ~
PowersShell Active Directory Domain Controller




